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14/03/2015: AwevOvvon AlwEng Hiektpoviko® Eykiquatos

01/09/2015: YrodievOuvvon AiwEng Hhexktpovikoy Eykinuatog
Bopeiov EALadocg

« Tupo Arowntkng Yroor)piEns & Avwyeipiong [Iinpogopidrv
» Tuqua Kawvotopnmv Apaceov Ko Ztpotyiks

« Tuquoe Acgareieg Hiektpovikdv kot Thnlegovikov Emkowoviov &
IIpootaocias Aoyiopikov & Ivevpatik®v AIKeLOpuaTmy

« Tunua Awediktvekis lpootacios Avijhikov & Tngrakns Aepevvinong

s Twpe Ewdwkov Yrnobéocov & Aiogng Awwdktvoxkov Owovopukov
Eykinuarov

' Moaverhaducd:ITepupepetakol AOTUVOULKOL ZUVOEGILOL
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Aiktvo 24/7 ko Cpounn Emikowvoviag Cyber Alert

H ALAHE. obugpova pne to N4411/2016 opiobBnke onuelo emogpne yuo Ty
EAAN ViKY ANUOKPATLO 0TO TTAOLOLO AELTOUPYLOC TOV ALKTUOU 24/7, Yio. TV QUEDT
TLOPOYT] OUVOPOUNG OF TTEPLITTMOELS EPEVVOC KO dLWENS AOLKNUATOV OYETLKMV UE
VITOMOYLOTLKO CUOTIUATO KoL OESOUEVO 0T MOLTTGL ONUELo emagpns Twv Kpatwv
JTOU €YOUV EMKVPMOEL TN ovufacn e Bovdameéotmne, vmd Ty £momTELl
Ewoayyehea Egpetmv.
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Xapakmplotikd yvopispata tov eykAnpatog otov KuBepvoycdpo

» To éykAnpa otov kuBepvoyxodpo eivar ypriyopo ko modAég popég Sev To avtilapPévetan 0bTe To i810 To Oopa.
* Mrnopei va Siampayei ywpic Tnv petakivnon tov Spdom.

» Eivan éyixAnpa «yopic matpida» ko ta anoteAdéopatd Tov propei va ipaypatonotodvron TOVTOYPOVU OF
TOAAODG TOTIOVG,.

» Ta iyvn Tov a@nvel givan Ynerakd.
* ' v té€Aeom] Tov anatodvio e€e181kevPEVEG YVAOOELG,

» Eivan e0ko0Ao oty Sianpadi tov, yia 660ug eite yvopilovy oxetikd gite Tovg TAPERETOL )G LT pesia (Crime
as a Service).

* Aiver T SuvatdTnTa opaAsIKIG EMKOWVOVING, CLVTOVIGHOD KAl 0PYAVOCTIS, OF dTopa pE 181 eykAnpatodoyika
eviragépovra.

* H aotovopkn Siepedvnon tov anatei e€e18ikevpéveg yvO o,
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Avcyépeieg otV Siepevvnorn ko v Stadevkavon KvBepvosykhijpatog:
« Aracvvoprakog — Atedvomomnpévog yapaktrpag tov KofepvosykAnpartog
- EpmAoxn) mepiocotépmv and pia Xapv yia Ty Xxopiynor NAEKTPOVIKOV VOV
» ADOKOALEG aViXVELOTIG — ATL0SE1EN G
* I'iax v xopriynomn nA. oToElOV GLYXVG {NTELTAL EMUOTIHO ALTNHA SIKAGTIKNG 6VVSPOpNG
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= EURTPOL | 21 @eTivn €k0g0m, 0 avTikTumog ™G avonulag COVID-19 mapoauever opatog,.
H emitauvouevn YngLlomoLon o oy eTLLETUL LE TV TTOVONULOL EXEL ETTNPEATEL
ONUOVTLKG TV GVATTTUED [WLOLG OELPAS OTTEIADY 0TOV KUBEPVOXMPO, OTTWG:

- T mpoypaupato THTOV ransomware ETLTPETOUV OE ULCL UEYOAVTEP
s, e o - e s OUGOO EYKANUOTIOV VO ETLTIOEVTOL 08 UEYOLEG ETALPELES KOL ONUOGLOVG

1081008  21011190Q181810618 81180118181 18E11188  118781980181811910110

1818881  119181101081101981¢ 1001181818081 11 1RE1E PRE11AE18111801881181 ’ ’ ’ ’ ’
weiier - eieiess  iiveioe visees ustse - amesse OPYOVLOUOVG AITELAMVTOS TOVG UE molvemimedeg puebodovg exkPraouov,
lpallel a1e1eee 2811 Wl 1 1101210 1010118 r !

amnem Nnimse 121118 1 1181810 lelalle e DD S

1161611  e188€11 1 --;:.Law 116 -ua--l-?;mwmnum&m Onwg E'T["I" EOEI’C_) 0 -

2118188 1se1e1e B3 Ba1M1l 118 1la1elea0le101101011d

11818l eaia1el 1¢ 1ma 1 l1aleiedelgigllelells

anle1s1 ea11ea &8 GUAT b! 1181810 1diglie

1i¢ibal aax1ai@ @118 1 1181818 imielie

i8aalel a1a118188]
1911010  LAG102810:
1018811  el8lelBels

e o « To KaKOBOVAO LOYLOWLKO VLo KIVNTA eEEMOOETOL UE TOVG EYKAUOTIES VO
' | TPOOTAOOVY VO TOPOKAUPOUY TPOOHETO. UETPO. QLOPAAELOG, OTMG O

saleleipewllpelalilee] 191811818118

oo atseon | ELEYYOG TOUTOTNTAG VO TTOPAYOVIWV.
etoonss eessera : isienis
11é aa18111 L 1me11a
11&1&1?&!111@5} Wl:l:‘.:: ;:?:ﬂ' ; |: :::::: :: ’ ’ ' ’
emsersssiemn o oney o » OL MAEKTPOVIKEG OYOPES €YOUV OOMYNOEL OF OITOTOWY OENCT TNG
2180611 ealiale lx'v"‘ :::::}: ’ ’
e i OLOOLKTVOKTG GLTTALTNG.
leelge1lelalelelielsll 1 3011891011 £ 11lgalme1101 1019118
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YPNON TPOKOAEL CVECVOUEVY) CVNOLYLO. KOL OLOVEUETOL ETTLONG YLO.
KEPSOC.

« Ov gykhnuotieg ouvveyllovv vo Kataypmviol vanpeoiec omwg VPN,
KPUITTOYPOPTUEVEG VITNPECLES ETKOLVOVLAG KO KPUITTOVOILOLOLTCL.
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ENISA Threat Landscape 2021

» To 2020 xar to 2021, KOTtoypognKay TOALG TEPLOTATIKO TTOV OQPELNOTAV OF
avOpwTLva Aaom.

» TrnpEe avEnon ot ToPAPLACELS OEDOUEVOV TTOU OYETLLOVTOL UE TOV TOUEQ
NG VYELOC.

- To Ransomware €)geL Y OpOKTNPLOTEL WG 1) KUPLO artetdn yo o 2020-2021.

« OtkovouKn emBpafevon Tmv eYKANUOTLOV TUPUUEVEL TO KUPLO Kivyntpo. Ta
KPUITTOVOULOUOLTOL ELVOLL 1) TTLO KoLV LEB0S0C TANPWUNG.

» O amatec ue ™) uebodo tov evdiaueoov (Business Email Compromise- BEC)
avEnOnkayv, eEehlyOnKov o0g  TOMUTAOKOTNTO KOL EYLVOYV TTEPLOCOTEPO
OTOYEVUEVEG.

- O aplbuog twv pwolvoewv cryptojacking epbooe oe L0TOPLKO VYPNAO TO A’
Tplunvo tov 2021, 68 oVYKPLOT UE TO TEAEVTOLOL Y POVLAL.
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W Ssarioukbrotoneia ATAHE 2021

A npocwnou; 55 !
)

Awtiuata noAwy; 949 .

ExbnAhwoeig mpoBeong
autokToviag; 482

NE
N

« To 2021 vmnpée avénon 21,7% o010 CLVOAO TWV VE®V LTOBECEWY TTIOL
xelpiotnke n ALLA.H.E.
« O1 amateg oL mpaypatonomndnkav HEom SdIKTVOL epPavicav avénomn 27%
« 21O TNAEQWVIKO KEVTPO NG Ymnpeoiag elonydnoav 89.390 kAnoeig.
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ZUVOALKOG apLOpOG VEWV UTTOBECEWYV TtoL XeLplotnKe n AlLA.H.E.

« § ‘ ﬁ ' l

2016 2017 2018 2019 2020 2021
2.751 urtoBeoelg  3.120 uTtoBEoElg  4.857 UTIOBECEL  5.187 uttoBéoelc  6.019 uttoBEoelg  7.328 UTIOBEDELG
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EONIKH ENITPONH THAENIKOINONION & TAXYAPOMEION ) .
AevBuvon Alaxeipiong &
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EUROJUST

Home About us Judicial cooperation Crime types and cases States and partners Publications

ew action against online criminal network defrauding users of popular

onsumer sites
Eurojust has coordinated a follow-up action against a

Romanian criminal network involved in extensive

online fraud against users of popular consumer sites

such as Amazon and eBay. During an action day, the
tomanian and Greek authorities arrested eight members of an organised crime group (0CG). The criminal
etwork used phishing scams to defraud online customers of at least EUR 2 million as they tried to buy
restigious cars and a range of other products, or to book accommeodations. In total 30 places were

earched and EUR 220 000 in cash, mobile phones and travel documents were seized.

ast month, Eurojust supported another operation against other members of the same OCG, who

ommitted , leading to two arrests

L T

Photo credits: Hellenic Polic




g Massive trans-European pay-TV fraud disrupted

Crackdown on a criminal network illegally selling audiovisual material, by Italian, Bulgarian,
EUROJUST German, Greek, French and Dutch authorities with the support of Eurojust

18/09/2019 JOINT ACTION DAY Parallel actions carried out by judicial and
law enforcement authorities throughout Europe to shut down hundreds of illegal
servers. Real-time coordination of the national authorities provided through ; ;
a coordination centre set up at Eurojust. European Investigation Orders and OPENBAAR MINISTERIE P U LITIE .;
freezing orders swiftly executed across Europe to seize and secure evidence.

CASE REFERRED TO EUROJUST A case is opened at Eurojust, after

detecting cross-border links to a parallel investigation into the same criminal < 200 servers taken offline
network by the Public Prosecutor Office of Rome as well as to another five

Member States. Eurojust helps to advance the investigations through quick < 150 PayPal accounts blocked
information exchange and centralised coordination of the national authorities.

22 suspects identified

Evidence seized:
servers, digital equipment, payment
instruments, record sheets

www.eurojust.europa.eu







E MOBILE
BANKING MALWARE
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MALWARE
CAN COST
YOU
MONEY

Mobile banking

ware I5>

Are you a victim
of ransomware?

Online child sexual coercion Keoeiad o 2> /| We can help you.
and extortion is a crime SAY NO' You are not alone.
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» [Ipoo@MmKG 600pEVT VS ATIOPPITO ETIKOVOVIOV VS AGPAAELX
» AlTrprion 6e00HEVQOV
» ALOLVOPLOKT) TTPOCPaoT) o€ HE60LEVT
- [Tapadekto
o Znmnpo "vepoug" (cloud) (ApBpo 265 - K.IT.A. (Nopog 4620/2019
Kataoyxeon Ynelakady 6e6opévav)
- Kpuntovopiopata (Nopog 4734/2020 tpomomnoinon tov v. 4557/2018)
» Kataoyeon
-« Aertovpyia tumblers / mixers
\
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« Ol eyKANHOTIEG EKHETAAAEVOVTOL TIG TEXVOAOYIKEG EEEAISELG.

« H teyvoloyia e§eAiooetal Tayvtepa amo trn vopobeoia.

« Anouteiton n ANUN HETPOV AOQAAELAG Y1 ETOIPIKO KOL TPOCWTIKO
yneuoko  egomhiopd  kor  B€omon MOMTIK@V  aOQaAElag  amo |
OPYOVIOHOUG KO ETILXEIPT|OELG.

« O k6opog aAraler & 1 mpooappoyn (exmaidevon - evnuépwon & |

evaioBnromnoinomn) 6Awv pag ota véa dedopéva givon emPBeBAnpevn.
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THERE"S MORE
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‘ t! Npoarareiore mv eranpeio oas, vioBeravios auornpds nolimxis .
wal npurdkolho aopalrios, or rpikd kol npoownixd eninebo, e sean saee
Neprooérepes nnpopopies ko avalunxés obnyies seas wenn
aro 11188 f oro cyberalert.gr H e
on. CYBER
i i e v PICRIME

H aogpaleia ore Biabixkrue tival unéBean éhwy pas.
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H AtevBuvon Aiwgne HAektpovikou EykAnparog tov

Apxnyeiov tng EAAnvIKNG AoTuvopiag cOppaxog oTnv
acwpalela Twv noAttwy otov KuBepvoxwpo!

f @CyberAlertGR
@cyberkid.gov.gr
@hellenicpolice

@CyberAlertGR
@hellenicpolice

AIQ=H HAEK/NIKOY ErKAHMATOZ cgberalert.gr

L1188 | _ o CyberAlert

EAAnvikn Aotuvopia - Hellenic Police




